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Protecting personal information 
in the digital age 
By Tim Murdoch

Big is back – 
managing ‘big bets’ By Dan Edwards

B
ig innovation 
is back in 
vogue within 
US consumer 

goods fi rms and new 
teams are emerging 
with titles such as ‘long 
term innovation’, ‘bold 
moves’ and my personal 
favourite, ‘big bets’. 

This trend refl ects the CEO’s 
demands for bolder product 
development in pursuit of 
breakthrough revenues. The 
‘growth through breakthrough’ 
mandate is not new. What 
is new, is that individuals 
and small groups are being 
appointed to the task, where 
previously whole organisations 
were invited to innovate but 
largely ignored the request in 
deference to the demands of 
their day job.

In the US, in order to support 
the CEO’s needs and help the 
managers of ‘big bets’, we’ve 
identifi ed some key factors for 
success:

Don’t focus on process
Simply put, there’s a preference 
to focus on defi ning process, 
rather than attending to harder 
and more important features of 
a breakthrough capability. It is 
tempting to begin with process 
as it offers an apparent early 
achievement – it’s not real.

Get the right people 
Having the right people in the 
‘innovation’ role is the single 
most important determinant 
of success. The best people 
have domain expertise, are 
risk takers and value both 
creative and analytic thinking 
styles. Such people are rare 
in corporate America. Large 
organisations have a habit 
of favouring individuals who 
deliver operational effi ciency, 
not opportunism. 

Pave the way
Radical opportunities rarely 
fi t easily within existing 
company structures; they 
may not sit well with existing 
brands or may employ a 
different business model. If 
prospective margins look small, 
a business will shy away from 
‘big bets’ despite the promise 
of incremental revenues. We 
sit on ‘innovation councils’ of 
several US consumer goods 
fi rms and always advise these 
companies to ask themselves 
‘what happens after a fantastic 
concept is defi ned?’. Aligning 
the innovation team with its 
likely ‘deployment’ business 
unit is a key preparation.

Write an innovation charter 
An innovation charter refl ects 
the needs of the corporate 
strategy for growth and sets 
the scope for innovation work. 
A good charter articulates ideas 
such as time horizons, market 
themes to address, riskiness, 
funding, and ambition. It is 
an important contract that 
provides innovators with both 
a starting point and relevant 
boundaries.

Load up your toolbox
There are tools which explore 
market needs, and those which 
fi nd a means of delivering 
against opportunity. These 
tools are often unfamiliar to 
corporate citizens and we have 
seen teams using ill-suited tools 
(focus groups being the worst 
culprit). We’ve learned it is 
essential to have a broad toolkit 
and we’ve developed ours in 
order to allow us to tailor our 
opportunity discovery work.

Managing ‘big bets’ is a 
really tough task in today’s 
effi ciency-oriented fi rms. Too 
many times we have seen 
great effort put into defi ning 
process with little return. We 
recommend starting with 
strong people, organisational 
cover and discovery tools, to 
give the newly appointed ‘VP of 
Innovation’ the best prospects 
for delivering on the CEO’s call 
for breakthroughs.
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I
n the UK, recent high profi le 
cases of personal data 
loss or theft have fuelled a 
more widespread mistrust 

of the computer systems 
which handle so much of our 
personal data. These cases 
include the theft of laptop 
computers, loss of CDs carrying 
confi dential databases, and the 
systemised skimming of credit 
cards in order to fund overseas 
terrorist organisations. The UK 
introduction of Chip and PIN 
aimed to stem the rise of credit 
card fraud in particular, but 
it has done little if anything 
to prevent fraud taking place 
around the ‘card not present’ 
transactions used in online 
shopping or banking. In 
addition, the growing trend of 
shared computers increases 
the risk of sensitive data being 
left as an ‘image footprint’ 
within the system, vulnerable 
to theft or misuse.

The password is clearly a weak 
link in the chain, especially 
as most people use the same 
password whenever one is 
needed. A recent study by 
Which?, the UK’s largest 
consumer body, estimated 
that one in every two people 
is at risk from fraud simply 
because they use the same PIN 
or password for more than one 
card. However, remembering 
a multitude of passwords is 
inherently diffi cult, making the 
problem even harder to solve.

In the UK, the perceived 
problem of information 
security is reaching a tipping 
point, with consumers unsure 

about any system which 
stores personal data remotely. 
Already there is anecdotal 
evidence of more people 
carrying cash as they no longer 
trust the safety of the devices 
used in certain outlets. As 
so many UK organisations 
depend so heavily on their 
e-commerce systems, a loss of 
public confi dence represents a 
serious business threat.

The fundamental issue with all 
digital payment and identity 
protection systems is that they 
require the individual to hand 
their crucial password over 
to another device. Through 
our work, we have identifi ed 
converged solutions which 
we believe hold the key to 
unlocking this growing issue 
in the UK. These link a suite of 
managed services to a device 
which relies on a biometric key, 
such as a thumbprint, and a 
password-protected SIM card. 
Such devices require the user’s 
thumb to be pressed against a 
built-in reader, possibly every 
time the device is used rather 
than when fi rst turned on. 
If the device is lost or stolen, 
it cannot be used without 
the thumbprint, but because 
the services are managed 
elsewhere, the user simply 
fi nds another fi ngerprint 
scanner, for example at a 
bank, to access their personal 
information. Password 
verifi cation, therefore, takes 
place within the device, 
making the device essentially 
worthless when not with its 
owner. 

We’ve identifi ed opportunities 
where solutions such as 
this could support major 
events, for example the 2012 
Olympics in London. The 
system could use a thumb-
activated device to store 
cash, electronic tickets, and 
even to provide information 
on activities taking place. If 
such services and devices can 
be delivered at a price point 
which enables mass market 
adoption, they have the 
potential to provide a realistic, 
safe and robust solution to the 
complex problem of identity 
management and protection.
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